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Abstract: With the development of intelligent and connected cars, cyber security of automotive ethernet becomes
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controllers’ performance. Besides, national cryptographic algorithms are becoming a trend for automotive network
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security, while the related research in automotive ethernet area is still in starting phase. In order to balance the

limited computing performance of electronic controllers and high security requirements of automotive ethernet, a

two-stage trust chain authentication method based on national cryptographic algorithms was proposed. The method

can be used in different automotive ethernet topologies. A trust chain was built up based on authentication credentials,

which linked the two authentication stages, namely the initial stage and the vehicle using stage. The initial stage was

triggered by diagnosis instrument at end of line or controller replacement. It deployed complete authentication based on

SM2 algorithm and certificates in the initial stage. The vehicle using stage was triggered by ethernet gateway at vehicle

power-on or network wakeup. In this stage, the method deployed fast authentication based on SM4 algorithm and

authentication credential trust chain. The authentication credentials for trust chain were generated by credential

functions. In order to ensure security, each credential was generated based on last successful authentication parameters

dynamically. The test results on automotive ethernet controllers show that the method has lower computing cost and

higher security level, and it can guarantee both performance and security.
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Figure 1 Automotive ethernet network topologises applicable
to method authentication
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Figure 2 Automotive ethernet authentication system
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Table 3 Cryptography performance test results
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Figure 9  Application stage authentication process
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Figure 8 Initialization stage process of initial authentication mode process



55 6 3 SRMERE T S AR B BRI P 88 B A IE T <27~

SCHHR WA E R 25 . TSGR RS TR S
AR DA IE SR 24 B AR 42 1 45 0 B 43 DGIE AR IEA
FARE, B ETE RICRE, 4 I ) A i [ B
HAIETE K o

Bus Dir Len Data

1 ETHZ Fx 6 FE OF AD C6 6F OA 1256153 eieelion |°
62 ETHZ T
BT Re 6 FE 20 A0 C6 OF 0A 1o iico S eomeis |e
33 ETHZ Tx
T1_EIN2 Fx FE 2F FD 06 E6 00192 "oel& & 192 1561 L0 |° “
w0

TR

[E3273.343601 ETHz Fx 6 CFE 20 A0 C6 BF 9A216318 3 1sa153-100 | o BROAETR
L2) Ix J

e @
192163 1.8 = 1531630100 ] e E

[E272. 414517 ETH2 R 1}

SRV v e iliine 3]
Figure 11 Replay attack test case
— A3 U B B 12 Fs . Bk
R AR S E NG BRI, A B Dy g
8% A IR UK GBS RO, B3 BUEAS N 2 .
BT ARZEEER S M VAEREIE, AREEHIGL
AL oAb H g S, VAR B
RN R, Toik ey HUBE A 2.

Dir Len Data
AR

0
R 6 FE 20 A0 C6 GF 94 192.168.1.100 - 192.168.1.120

Rx 0

Rx 0

Rx 0
Rx 6 FE 20 A0 C6 8F 94 192.168.1.100 = 192.168.1.120

Rx 0

STH2 Rx 0

2 Rx 0

B 12 il Btk &

Figure 12 Eavesdropping attack test case

4 HERIE

Ao T BRI By AR A B BLAR
AN OBk i, 3T 2R ) ek e A PR L
Wpst, R T I S FIR P BUS R L A
WIET % . © EXAER B ASUR R a6 LY
B, BRI AR IR E L SM2 BEAT B A
s MRS PAIERS (B U A R E BL, XK
IE % 5% SM4 AT S GIE, 198 T B aER
] @ TEVIAEAHT BORIALE F B B S 4 A IE 2
], LA B BUR A — UGAEZ 6], BEFI0
UEREIEAEST TAEAERE, b —IREAIESS R 5o
T UGAIE, AR T B A s S AR
S TINEZ A2 BT 4R 3 i 45 i) S IR B
ORI G R R R I e, RS

[ 6 A2 2 38 A X 92 1) 285 B 3 DA E 1 R A0 22 4
P 75 THD FRT R P 35 2K

JE B A LLE R © IR AR
(VIN %) I N EETEAE et 72, i — Dt s
2V @ R 2 A O g A BV E AT R
s, B R A8 R B B B DA UE Aok 4 il 2 S
P AE S 5 i E ol 25 e <2 B RR R AT,
—B IR TERE, 4R VYRR TR, @ B 45
ks ()22 408 SR AP R B0 A k), $RTH A7
it @ YhReeavit, i IR M4 K&
TUAREAE /R AL, A PR 55 W e P 42 1) 2% & 4
UET AR AT A

EEP ¢

[1] MATHEUS K. Automotive ethernet{fM]. Cambridge: Cambridge
University Press, 2015.

[2] WEATER, ZEHRL, XUBT, . T fOI A s A R LUK A B

RERED]. WHHEHL TSR, 2016(24):29-36.
HU B Q, QIN G H, LIU Y, et al. Next generation automotive net-
work: technology status and development of automotive ethernet
in-vehicle network[J]. Computer Engineering and Applications, 2016,
(24): 29-36.

[3] Zvisk, WL, ZIHB, & RWREMITEJACV) R RIR R
IREAEHB[I). HEZ 2 ETRR, 2017, 8(1): 1-14.

LIK Q, DAI Y F, LI S B, et al. State-of-the-art and technical trends
of intelligent and connected vehicles[J]. Automotive Safety and
Energy. 2017, 8(1): 1-14.

[4] LIN C W, YU H. Cooperation or competition? Coexistence of safety
and security in next-generation ethernet-based automotive net-
works[C]//IEEE Design Automation Conference. 2016.

[5] RAY S, WEN C, BHADRA J, et al. Extensibility in automotive
security: current practice and challenges[C]//Proceedings of the De-
sign Automation Conference, 2017.

[6] 2. T B IO 2 2 A ) 2% FRT B A R AT 9 5 SEBL[D]. R
AT RHECRE, 2020
LUO C. Research and implementation of defense technology for
in-vehicle network of connected vehicle[D]. Chengdu: UESTC, 2020.

[7] IEEE standard for local and metropolitan area networks[R]. 2004.

[8] FUNK P, BLAKEWILSON S. EAP tunneled TLS authentication
protocol (EAP-TTLS)[R]. 2004

[9] ZELLE D, CHRISTOPH K, HUBERT S, et al. On using TLS to
secure in-vehicle networks[P]. Availability, Reliability and Security,
2017.

[10] KOHL J, NEUMAN C. The kerberos network authentication service

(V5)[S]. RFC Editor, 1993.

[11] MUNDHENK P, PAVERD A, MROWCA A, et al. Security in au-
tomotive networks[J]. ACM Transactions on Design Automation of
Electronic Systems, 2017.

[12] Rz 5%, MR % ] R 4 b i B2 SR ORI 9L 5 S D). ik
B HPUR, 2014,

CHENG A Y. The research and implementation of scheduling algo-



<28 W2 5 {5 5 22 A4l 8%

rithm in passenger vehicle network control system[D]. Wuhan: tion network authentication[J]. Chinese Journal of Network and In-
WHU, 2014 formation Security, 2018, 4(12): 1-15.

[13] GB/T 32918-2016. {5 /8% HA SM2 Ml Lk AP EFRDSIA[S].
JE5T: G A R AL, 2016.
GB/T 32918-2016. Information security technology— public key
cryptographic algorithm SM2 based on elliptic curves[S]. Beijing:
China Quality Press, 2016.

[14] GB/T 32905-2016. {58 % 4H AR SM3 HiEAEHEM]. it
Hh B A kL, 2016.
GB/T 32905-2016. Information security technology— SM3 crypto-
graphic hash algorithm[S]. Beijing: China Quality Press, 2016.

[15] GB/T 32907-2016. {5 R % 4HA SM4 A ZEMEIEM]. Jbx:
o [ A iR AL, 2016,
GB/T 32907-2016 Information security technology— SM4 block
cipher algorithm[S]. Beijing: China Quality Press, 2016.

[16] FRAELL, BT, KT, 55, %50 [ br i A fE 24
AL R fx BRI FE[0). 15 B4 42 42, 2019(8): 68-75.
WU J H, ZHAO J N, ZHU Y, et al. Comparative study on applica-
tion of chinese cryptographic algorithms and international crypto-

[fE&E M)

SREE (1981- ) , B, EERA, WHHEKR
A, FEH AT RN E RS
Bd . REhREL 4.

TE (1990- ) , B, {LHAEHRAN, B
ERERTEHRAR TN, EEHR
TR ZERR 5 B 4.

graphic algorithms in vehicle microcontrollers[J]. Netinfo Security,
2019(8): 68-75.

[17] 1AL, MBS, #IERR, 55 SecOC 224l r [E 85 vk B
T7ERTE[I). 15 B 224, 2020, 6(9): 775-782.

XIU J P, TIAN C Y, YANG Z Q, et al. Research on application
scheme of national secret algorithm SecOC security mechanism[J].
Journal of Information Security Research. 2020, 6(9): 775-782.

[18] AL-JARRAH O Y, MAPLE C, DIANATI M, et al. Intrusion detec-
tion systems for intra-vehicle networks: a review[J]. IEEE Access,
2019: 1-10.

[19] #1854, XUR&E, XKW, &5 BahilEmMSEROMELSR[T]. W
% 5515 B 4 5Rk, 2018, 4(12): 1-15.

HU X X, LIU C X, LIU S X, et al. Overview of mobile communica-

SREE (1970- ) , B, ERilgEAN, B&
REHTHRA T B S &Y LRI,
FEBRTT R E T




	3-AQ22127-í›.pdf

